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The growth in climate-related problems and the increasing 
shortage of drivers mean shippers are opting more and more 
frequently for intermodal transport. The term intermodal 
transport is used to describe goods being shipped to their 
final destination by a variety of means of transport. 

Currently 18 percent, or almost one fifth of all goods 
transported within the EU, are shipped using a combination 
of truck and train and this number looks set to rise. So an 
increase in crime in the world of intermodal transport is 
almost inevitable. More and more trains are being used and 
these trains are also longer than normal. Because the number 
of kilometres of track is not growing at the same pace as the 
volume of freight being shipped there will be more and more 
congestion, resulting in long queues of waiting wagons, often 
outside of stations, somewhere on a siding or some other 
dark location.

Just as a truck at rest is in danger, so too is a stationary train. 
The question is how many guards do you need to keep watch 
adequately on hundreds of metres of wagons? All of this 
outlines the importance of staying ahead of developments. 
Road crime is already something that takes place pretty much 
in the shadows, but theft from vehicles used in intermodal 
transport is even more difficult to get to grips with, if only 
because, as a transport company, you scarcely have any 
control over the goods you have been entrusted with for 
much of the journey. 

Introduction
Everyone knows that goods are stolen during intermodal 
shipments. You may even have come across it yourself. 
However, no specific context and figures are available on this 
issue and that makes it impossible to take effective action 
against crime involving unaccompanied consignments.

At Imbema we are concerned about these recent developments 
and we started an investigation to give us a greater insight 
into the problems associated with intermodal transport. We 
are now able to share our findings in this white paper. We 
hope it gives you a better understanding of what intermodal 
transport entails, what happens during the intermodal 
transport process, the challenges it presents what you can do 
to get one step ahead of the criminals. After all, technology is 
developing all the time and we are keen to help.

Manolo de la Fuente

Sales Manager SBS 
Imbema Transport & Logistics
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In this white paper we use the term ‘intermodal transport’. In practice there is still some confusion about what this 
exactly means. That is because there are several forms of transportation which involve goods being transported to their 
final destination by a variety of means of transport. We asked Paul Poppink from the Dutch Association for Transport 
and Logistics (TLN) for an explanation.

Clarification of the term ‘intermodal transport’

MODAL SHIFT

“We talk of combined transport if a driver and his truck 
and cargo travel from a loading address to a ferry, 
make the crossing and then carry on to the unloading 
address”, Paul explains. “The same applies if the driver 

and his truck and cargo travel part of the journey by 
train, as in the case of the ‘rolling highway’. The main 
thing is that the truck, cargo and driver stay together 
throughout the entire trip.”

“If cargo on a truck is being transported to its final 
destination by road on a truck, this is simply referred 
to as road transport. But even that can be interpreted 
in different ways. One example is a sea container that 
is transported from a port on a truck by road to its 

final destination. This is, in fact, a form of intermodal 
transport. Generally speaking goods are transported to 
their final destination, whether from the cargo hold of 
a sea ship or otherwise, using a form of multimodal, 
intermodal or synchromodal transport.”

“Modal shift is actually a term used in transport policy. 
It came about because governments wanted to do 
something about congestion on the roads and reduce 
emissions. In the first few years it didn’t really catch 
on with shippers because it meant transferring freight 
at least twice more than normal and therefore extra 
costs. On top of that the connections were not always 
reliable. But nowadays these forms of transport are so 

well developed that many transport operators regard 
them as a cost-efficient solution for keeping up with 
the ever-increasing volume. And therefore the volume 
transported by modal shift is also growing. Some 
countries have even introduced incentives. For example 
in Germany you can transport a 44 ton consignment 
on the road if the first phase or last mile is part of an 
intermodal process.” 

“Modal shift is the catch-all term for the various forms of transport whereby goods and/or the units on which they 
are transported travel to their final destination using a variety of means of transport”, he explains. “The terms 
used are also sometimes interpreted in different ways by different European countries. Personally I always stick 
to what I learned while studying logistics.”

Paul Poppink | Dutch Association for Transport and Logistics (TLN)

“
ROAD TRANSPORT

COMBINED TRANSPORT
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More and more goods are being transported using an 
unaccompanied intermodal process. “This is perhaps 
the best-known form of transport that uses different 
modes of transport. Something that’s important to 
remember is that the cargo stays in the same cargo unit, 
but is largely unaccompanied during its journey. So a 
trailer is loaded and driven by a driver to a terminal. 

The driver uncouples the trailer which then continues 
its journey unaccompanied by train, ferry or barge to a 
different terminal where it is once again hooked up to a 
truck to be transported to its final destination. Of course 
that trailer may also have a container on it. The main 
thing is that the cargo and cargo unit stay together.”

This is a term that people have started to use more and 
more frequently in recent times. “The fact that the term 
is interpreted differently in different countries makes it 
more difficult to explain what it means. You can look at 
it as the most flexible means of transport. We usually 
define it as meaning that a transport operator has 
access to all types of transport and decides for each 

shipment what is the most efficient, fastest, easiest 
and most environmentally/climate-friendly mode of 
transportation. The shipper delivers the freight and 
the transport company assesses, for each shipment, 
whether it is going to be delivered by truck, barge or 
train, or combinations thereof.

The multimodal shipping of goods is also becoming very 
common. According to Wikipedia it means cargos which 
is transported using different modes of transport. Paul 
sees it differently, however. “The way I interpret it is that 
cargo changes mode of transport by the goods being 
physically unloaded and then transferred to a different 
cargo unit before continuing their journey.” 

Paul clarifies. “That’s the case, for example, if a sea 
container is removed from the port, is unloaded in a 
warehouse and then loaded onto a trailer, perhaps in 
combination with parts of other cargo, to continue its 
journey to its final destination. But I’d like to point out 
that this does not include national distribution.” 

MULTIMODAL

INTERMODAL

SYNCHROMODAL



6

The share of intermodal transport in the total volume will continue to increase in the coming years. Currently approximately 
18 percent of all the transported volume in Europe is shipped via a form of modal shift by train. Although the coronavirus 
crisis in 2020 caused a drop of almost six percent, the total volume in tons/km rose by more than 50 percent between 
2009 and 2019. In 2019 intermodal transport accounted for 25.35 million Teu, which is equivalent to a 20-foot container. 
The increase in transport by train, preceded and followed by transportation on a truck, applies to both national and 
international shipping. 

Increase in intermodal transport

Intermodal transport at international level
Although shipping to and from Poland is becoming more and more intermodal, the majority of intermodal shipping in terms 
of volume takes place from various locations in Western Europe to Italy and back. The three largest international routes 
are from the Czech Republic to Italy, from Germany to Italy and from Belgium to Italy. The latter two have the advantage 
that countries with an excellent water infrastructure, such as the Netherlands and Belgium, are on these routes. Despite 
Brexit, intermodal transport to England is still substantial and is continuing to grow. One of the reasons for this is that 
unaccompanied transport is currently simpler than sending a driver and a truck across the water.

Intermodal transport at national level
As far as domestic transport by modal shift is concerned, Germany, the United Kingdom and Poland are in the top three 
in terms of volume. However the absolute number one in percentages is lowly Lithuania, where 74 percent of all internal 
goods transport is performed by rail. 



7

Despite the temporary downturn due to the coronavirus crisis, the expectation is that the volume transported via modal split 
will continue to grow from 18 to 30 percent in 2030 (source: BSL Transportation Consultants). The total European transport 
volume will increase by 10 percent over the same period. Because the expectation is that transportation by barge will stay the 
same at 7 percent, intermodal transport by truck and train will therefore grow the most. 

European success
On the face of it, therefore, this increase can be regarded as a 
success for European policy which, since the nineteen nineties, 
has focused on increasing levels of intermodal transport, 
particularly by reducing the threat of congestion on the roads 
and the impact on the climate and environment of freight 
transport by road. Although it would appear, therefore, that 
intermodal transport has increased, a couple of factors need to 
be borne in mind. Firstly, congestion on our roads has scarcely 
decreased and secondly there has not really been any increase 
in the number of kilometres of railway track. 

The consequences of this are going to be serious because 
the railway system is already overburdened. Goods trains are 
increasing in length and that means that wagons are often 
left outside a terminal’s safe zone, simply because there is no 
room. This situation certainly presents transport criminals with 
a number of opportunities which they also appear to be seizing. 

Shippers and transport operators
The degree of intermodal transport is increasing not just 
thanks to policy. There is a rapidly growing realisation among 
many shippers that they need to start taking responsibility 
for the problems relating to the climate and the environment. 
The same can also be said of transport operators. However, 
their greatest motivations for choosing intermodal transport 
are the growing shortage of drivers and the desire to create 
better social conditions. 

Extra security for both the driver and the cargo scarcely 
appears to play a major role when it comes to transporting 
goods by train. Having said that it should be noted that both 
the road transport and intermodal transport sectors are 
becoming more and more aware of the need for measures 
to combat crime, such as protected parking areas and 
terminals. However, the situation is far from ideal.

18%

30%
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What does intermodal transport look like?
There are various forms of intermodal transport. First and foremost you have accompanied and unaccompanied 
intermodal transport. Accompanied means that the entire truck goes onto the train. Officially, this is not referred to as 
intermodal transport but as combined transport (see chapter 1). In the case of unaccompanied intermodal transport 
only the cargo unit is placed on the train.

Accompanied intermodal transport
The best known route for accompanied intermodal 
transport is the rolling highway between Freiburg (D) and 
Novara (It), although they also depart from other stations 
such as Wörgl (AT) and Maribor (SLO). In addition, the 
Shuttle between Sangatte (Fr) and Dover (GB) under the 
Channel is also considered to be accompanied intermodal 
transport. In all cases the entire truck goes onto the train 
and the driver leaves his cabin. 

The rolling highway travel time is 6 hours and that is regarded 
as break time for the driver. The crossing underneath the 
Channel lasts approximately 30 minutes, but the time spent 
waiting before and after can be considerable and that is 
not regarded as break time. In such a situation it is more 
important for the driver to stay with his truck and provide 
extra security by doing so. 

Unaccompanied intermodal transport
The majority of intermodal transport is unaccompanied. 
It involves the cargo being delivered by a truck to a rail 
terminal where it is transferred onto a train. Once it has 
reached its destination the cargo is transferred onto a truck 
again for the last mile. 

According to transport operators this is the weakest point in 
the chain because the detached trailer can sometimes be left 
stationary at a terminal for hours. Although these terminals 
are guarded, the situation nevertheless offers opportunities 
to criminals, which they are only too keen to seize. 
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17% Swap bodies  The smallest proportion of goods is transported  
by swap body. These exist in various dimensions, ranging from 13.60 m to 7.15 m.  
The two smallest are often regarded as a single unit because they can be better 
positioned together in the train.

21% Trailers  The number of trailers used for intermodal transport 
is a lot smaller. These trailers are 13.60 metres long and can either be loaded 
onto a train by crane, or driven onto the train using a terminal tractor. The latter 
constitute the majority, representing 69 percent, and may be curtainsider trailers 
or box trailers/refrigerated trailers (27%).

62% Sea containers  By far the largest volume of  
intermodal transport, takes place in an ISO container (sea container).  
This generally involves goods from overseas which are transported by truck, 
train or barge to their final destination. 

Containers like these can be 20, 30, 40 or 45 feet long although high cube 
containers are also used, which are 30 cm higher. Most goods (43 percent) are 
transported using standard 40-foot containers.

0
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Roughly three types of intermodal cargo units are used in intermodal transport, namely containers, trailers and 
swap bodies, with the latter also being known as an exchangeable container or interchangeable unit. 

Three types of intermodal cargo units
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What is going wrong in intermodal transport?
During intermodal transport you, as a transport company, scarcely have any control over your cargo for much of 
the journey. This makes it more difficult to tackle crime. If we want to be able to do something to combat crime in 
intermodal transport, we must first establish where things are going wrong. The following are the most common causes 
and problems. 

Slow train journeys
A major problem affecting intermodal transport is that 
trains are often stationary for longer than you would expect 
on the basis of the route. All the respondents we talk to 
told us that they can see via their trackers that trains are 
sometimes stationary for hours, and often at locations 
outside the safety of stations, with all the risks this implies. 
Freight trains often take second place to passenger trains. 
So if there is any disruption to the passenger train timetable, 
this will also have consequences for intermodal transport. 

Although train companies generally achieve their lead times 
because their travel times allow for those delays, if there is a 
pattern to these delays, perpetrators of organised crime will 
be more than ready to exploit it. The majority of intermodal 
transport involves unaccompanied cargo travelling 
thousands of kilometres around Europe with little more 
protection than a tarpaulin against the rain or a standard 
lock on the doors. If intermodal shipments actually do have 
adequate security, this is not much more than an exercise 
in damage control which does nothing to tackle the cause 
of the problem. 

Curtainsider trailers
Another problem is the use of curtainsider trailers. We all 
know that curtainsider trailers are less secure, so why are 
these trailers used so much?

The key culprits here seem to be the (large) shippers that 
take a rather dualistic approach. On the one hand they 
have a department to combat crime, draw up protocols and 
conduct audits of security in relation to transport operators, 
parking areas and terminals. On the other hand there are 
the cost control and procurement managers who calculate 
the most favourable approach for the company, namely 
protecting the shipments adequately, or accepting that 
there will be (occasional) losses and the latter always wins.

That is why goods with a median value of millions of 
euros, such as televisions and monitors, are transported 
on unprotected curtainsider trailers. This is cheaper 
than secure transportation. Indeed, we have heard from 
transport operators that they would not be able to cover 
their costs if they transported these types of products by 
train in a properly secured box trailer. 
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Curtainsider trailers are also cheaper because of the 
conditions demanded by shippers. They are only prepared 
to pay for the kilometres their goods actually travel. A 
transport operator has to arrange a return shipment itself. 
As a result forwarder prefer to offer curtainsider trailers 
because they are universal in use and also cheapest to buy 
and this enables hauliers to quote a competitive price the 
next time they submit a tender.

In this way a self-sustaining system is created. Large-
scale shippers sometimes argue that their goods must be 
transported on a curtainsider trailer because there are 
not enough box trailers for their volumes. Nevertheless, 
this appears to be only partially true. If shippers were to 
pay a little more and enter into a longer-term relationship 
with transport operators, it would be of more interest to 
transport companies to purchase a secure box trailer. 

Chain liability
Then there is another thing. Adequate security for shippers 
is, in fact, less important than you might think. After all, it is a 
question of chain liability. Shippers shift all the liability onto 
transport operators and often make considerable demands. 
After all those transport operators have responsibility for 
their goods during transportation. The fact that a transport 
company hires in the services of a rail operator for part of 
the journey is not the shipper’s problem at all. 

The transport operators in question can claim any loss 
or damage from the rail operator because the latter is 
responsible for the goods as long as they are under its 
control. However, if compensation is paid, that is generally 
done on the basis of CRM rules. The compensation applies 
per kilo and currently amounts to SDR 8.33 (approximately 
€9.50). SDR stands for Special Drawing Rights and is a unit 
of account. When transporting cheap goods that would still 
be enough to pay for most of the loss or damage. However, 
in the case of stolen monitors weighing 2.5 kilos the costs 
would never be covered. 

That makes the transport company, in all instances, the 
weakest party and the one that loses out because, in addition 
to paying for most of the loss or damage to the cargo, it also 
has to bear the costs of repairing the destroyed stock. 

Vulnerable from the inside out
The transport operator is also vulnerable from the inside 
out. The low margins go hand-in-hand with low wages. As a 
result employees can be sensitive to offers from organised 
crime gangs with one of the most common being discussions 
at drivers’ cafés during which drivers are offered a lot of 
money to do ‘a little job’. However, transport operators 
also have to be continually on the lookout at warehouses 
for employees who, for an attractive sum, perform practical 
tasks on behalf of criminals. Transport operators and 
shippers agree that drivers, warehouse employees or even 
administrative staff are involved in many criminal activities 
and that is worrying. How, for example, do you protect your 
trainee without creating an unworkable situation or an 
atmosphere of general mistrust? 

Here too you have to be wary of the waterbed effect. 
Although you can take measures in the workplace to 
prevent unauthorised staff entering sensitive zones in the 
company, this may also be at odds with another effective 
measure to mix high-value goods with regular cargo. If you 
wrap high values in the same black plastic as your other 
goods, you can conceal them quite well. The only way you 
can then see what is inside is by examining the barcode but 
then someone needs to take care of the IT aspects and by 
doing so there is a risk of crime sneaking its way from the 
shop floor to the offices. This is because if things get more 
complicated in the workplace, criminals turn their attention 
more to a company’s IT systems, either, for example, via a 
hack, but sometimes much more simply via people. 
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Intermodal transportation of electronics: 
loss is cheaper than security
Rein de Vries is senior security manager for a major electronics manufacturer. We asked him about his experiences with 
security during intermodal transportation. “Major manufacturers start by carrying out a strict cost/benefit analysis to weigh 
up security and losses. This can sometimes lead to surprising conclusions. For instance, it is cheaper to transport TVs in a 
curtainsider trailer”, says senior security manager Rein de Vries. He also suspects that in 60 to 70 per cent of the cases of 
transport theft, the driver is involved. 

Most of the production facilities for major (Asian) brands of 
kitchen appliances (white goods), TVs and monitors (brown 
goods) and Internet and media products such as mobile 
phones (IM) are located in Eastern European countries such as 
Hungary, Slovakia and Poland. So, unlike what we are used to, 
the flows of goods are transported from east to west, mostly 
intermodally by rail. While the bulk of intermodal transport 
consists of TVs and monitors, white goods are also transported 
west by train. It is only IM goods that are transported by road 
and kept extra secure.

Normally in a curtainsider trailer
Interestingly, major carriers transport the bulk of goods 
produced in curtainsider trailers. Although these brown goods 
are regarded as medium risk, there are simply not enough 
box trailers in Europe to transport these goods. In addition, 
shippers are unwilling to pay for the return journey which 
means that the carrier has to provide a profitable return load 
himself. That is why he wants the means of transport to be 
as universal and lightweight as possible. And that means a 
curtainsider trailer. 

The average value of a trailer full of brown goods varies 
between 100,000 and 250,000 euros. Cargo is regularly stolen 
in the process. “That’s where the cost/benefit analysis comes 
into play for major shippers,” explains De Vries. “It is cheaper 

to take some losses than it is to secure everything like Fort 
Knox. And in view of the volume, the latter is not possible 
anyway. On top of that, it is only the loss of the cargo that 
counts for shippers. The damage to the means of transport 
has to be paid for by the carrier.” 

“In my profession, I regularly receive reports of goods that 
are missing on arrival. Often, holes are cut in the tarpaulins 
or the back doors have been opened,” says the security 
manager. “Naturally, there is no heavy lock on them. The 
tarpaulin and locks are always a subject for discussion. Still, 
most major shippers want some kind of security on them as it 
then makes the doors a bit more difficult to open. But with a 
simple padlock, they can easily be forced. There is also always 
a plastic seal on the door but this is regularly glued back on 
again, especially if the driver is involved. “



13

Improving transport safety
That sounds somewhat resigned. “That is certainly not the 
case, call it realistic instead,” says De Vries. “We have six FTEs 
who are constantly working on improving our (intermodal) 
transport security. Since 2015, we have managed to tighten 
up security and protocols and keep transport losses within 
our expectations as a result. And they have even gone down 
each year. Naturally, things still happen from time to time. On 
average, there are around 100 (minor) incidents a year. So we 
are continuing to work on improving transport security: we 
really are going for zero tolerance.”

Even the stolen electronics are helping with that. “The latest 
development is that consumer electronics manufacturers can 
remotely disable stolen goods. They know exactly what has 
been taken and can therefore switch off a smart TV that has 
‘fallen off the back of a lorry’ while it is on in someone’s home. 
A message will then be displayed saying that the device was 
not acquired via the regular channels and then the screen will 
go black. The more this becomes common knowledge, the 
more unattractive you make this type of theft.”

Lots of train stoppages
Before you can take any measures, you need to know exactly 
where things are going wrong and why. Intermodal transport 
still seems to be a major obstacle. “Transporting goods by 
train is often thought to be safer because trains won’t stop”, 
chuckles De Vries. “Well, they do. We have been using GPS 
trackers from Imbema for a number of years. These are 
designed to be fitted to the inside of a trailer or container 
door. If the door is opened, an alarm goes off in a control 
room showing its location. We have installed GPS tracking 
on our intermodal transport shipments. And as it turns out, 
trains are often stopped for hours in places where there is no 
security. Those trains extend way beyond stations because 
they are so long, giving thieves the ideal opportunity to steal 
cargo. To start with, we didn’t know that but now we can do 
something about it.”

Secure parking areas
That also applies to the pre- and post-shipment transport. We 
have a strict protocol for this and trucks are only allowed to 
use secure parking areas. “And yet we had a lot of crime while 
parked up. When we started monitoring what was going on, 
we saw, for example, that a ‘secure parking area’ near Cologne, 
where we had been a customer for 10 years, actually looked 
more like a dodgy campsite. It was used by a local drugs dealer 
and there were also a couple of caravans that were being used 
as a brothel. 

That was when I, along with a number of other parties, set up 
a parking area myself near Frechen. It’s now one of the safest 
places in Europe. Since then, we have been using the Bosch 
Secure Truck Parking platform which is a network of certified 
secure parking areas, covering Hungary, Slovakia and Poland 
too. Making it mandatory for our logistics partners to use it too 
has enabled us to improve security and reduce costs.”

Drivers 
According to De Vries, in 60 to 70 per cent of the cases of cargo 
theft, the driver is involved. “Remember that we are dealing 
with organised crime: just like pickpockets in big cities are 
part of organised networks, the bulk of cargo theft is also not 
committed by local petty criminals who go out at night armed 
with a Stanley knife. In a way, drivers are vulnerable: they 
don’t earn much, are often alone and are usually not highly 
educated. The organised crime syndicates actively recruit 
drivers to provide certain services in return for a fast buck. 
And they succeed in doing so.”

But De Vries has done something about that too. “I’m not 
allowed to put drivers on a blacklist but I am allowed to draw 
up a whitelist and so we set up a pool of approved drivers. 
To do that, we called on the services of the highly specialised 
Hungarian security company Sectran, with its DiDb intelligent 
database system. Sectran screens drivers impartially but it 
does a lot more than just look into their past. It also actively 
monitors the quality of the work that the certified driver does 
and provides feedback on it. Today, the pool contains around 
35,000 drivers and the DiDb card is regarded as a coveted 
status.” And that’s not just among drivers either because 
if you take a look at Sectran’s website, you will see that big 
companies from Volkswagen to DHL and from LKW Walter 
to Samsung and Sony use Sectran. “Systems of this type fit in 
perfectly with the zero-tolerance policy that a lot of shippers 
operate,” says de Vries. “Security is partly hardware but also 
protocol and even more so rigid compliance with that.”

“ In my profession, I regularly receive reports of goods that are missing on arrival. 
Often, holes are cut in the tarpaulins or the back doors have been opened.
Rein de Vries | Senior Security Manager
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Smart logistics and a good lock 

work in high-value transport
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GPS tracker
Smart delivery is not enough. “All our trailers are fitted 
with a GPS tracker, not just so that we can see where the 
trailer is but also to reduce waiting times at the destination 
terminals. Half an hour from the terminal, we will have 
set up a geofence so that as soon as the train passes 
through it, our driver receives a message telling him to 
be in position in 30 minutes. It’s secure and saves a lot of 
hanging around. 

“ Our goal is to get the number of criminal incidents to zero. Since the installation of the 
SBS locks, we have seen a significant drop in the number of incidents. That is exactly the 
result we were aiming for and we are very happy with it.

Ton van de Donk | former General Manager Operations - Bas Group

The Bas Group (now Raben) is a major player in the field of intermodal transport of high-value goods. Every week, Bas 
Transport sends 100 units containing high-value goods to Italy by train. BAS Transport relies on SBS locks to secure its 
cargo – but safe transport takes more than just good locks. 

SBS locks
The BAS Group also uses SBS locks. “Our trailers have a 
mechanical or an electronic lock – some even have both.  
We can unlock the digital lock remotely or using a code. The 
red mechanical lock is installed on the outside of the door. 
Part of the extra security provided lies in showing that you 
have fitted an extra lock. 

Just in time 
“The problem with unescorted transport is the limited 
control. That is why we leave it as close to the train’s 
departure time as possible before delivering our trailers 
and containers to the terminal. That way, we don’t have 
to leave our consignments standing at the terminal which, 
naturally, is always a risk.”

“For us, it all starts with the definition of what you mean by 
high-value goods”, says former General Manager Operations 
Ton van de Donk. “Every container or trailer that we put on 
the train contains high-value goods. Our line to Italy always 
consists of groupage. So, you might have a couple of boxes 
of phones at the front, two pallets of washing powder at the 
back and whatever else in between. That spread instantly 
becomes part of the security solution.” 

Van de Donk is complimentary about the quality of the SBS 
locks. “The electronic locks do require more maintenance 
and you have to keep tight control over the use of the 
codes. But the mechanical locks continue to amaze me: 
after all, they are on the outside. And yet if you look after 
them properly, they can go on for as long as a trailer.”

But there’s more to the security solution than that. “It goes 
without saying that our site in Raamsdonksveer is extremely 
secure. But we still fit every trailer – empty or full – with 
an SBS kingpin lock. And we keep the doors closed which 
makes it impossible for criminals to tell whether a trailer is 
full or empty.”
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The leading Belgian logistics service provider H.Essers is increasingly focusing on high-security intermodal transport. 
Uniquely, the transporter is using high-security containers with its self-developed Safebox. Moreover, the company 
maintains a maximum grip and control throughout the entire run by using operating protocols.
 
“We are seeing an increasing demand for intermodal high-
security transport,” says Niels van Berkum, Security Transport 
Specialist at H.Essers. “This is also caused by the continuous 
growth of intermodal transport. We regularly go to Poland 
with raw materials for the tobacco industry and bring excise 
goods back. We do this intermodally between our own 
terminal in Genk and Poznan in Poland. From there, the 
loads travel the last stretch by road. We also have intermodal 
connections between Genk and Italy and from Romania.”

Highest security category
What is special is that H.Essers only uses its own extra secure 
containers for its high-value transport. “We place all the high 
values into 45-foot-high cubes with an extensive security 
package attached,” says Niels. “We are fairly unique in this 
respect. Thanks to additional measures, our Safebox is above 
the heaviest TAPA TSR1 standard. Nothing is seen on the 
exterior. But the doors have internal locks with pin locks in 
the door jambs; the walls are made of double steel, and we 
have all kinds of electronics and GPS built in. The containers 
are connected to our control room 24/7 and we know exactly 
where our units are, because we can follow them in real 
time. And that’s not all.. With cameras in the container, the 
control room operator can see what’s happening there. And 
the security staff receive an immediate notification via the 
various sensors if, for example, an angle grinder is placed on 
the container wall.”

Risk analysis
Before H.Essers started this service, they carried out an 
extensive risk analysis. “In doing so, we started from the 
point of view of a criminal: if I wanted to break in, how would I 
go about it? This resulted in a very realistic approach. Besides 
that, we mapped out not just the runs to the terminals, but 
also the dangers present at the terminals. We asked ourselves 
the question: ‘If a train has to stop here, where are the weak 
spots and how do we tackle them?’”

That seemed reliable enough. “But we quickly learned that 
you have to be alert at all times. For example, we assumed 
that when the load is on a moving train, its safety is sufficiently 
guaranteed. After all, the train is travelling at 100 km/hr! How 
can you get inside a high-security container like that? You 
will be electrocuted from the top by the overhead line and 
breaking in along the side while travelling is not an option 
either.”
 
“To our surprise, we found that criminals tried several times 
for a week to break in through the back while the train was in 
motion. It’s difficult, but you can stand there during the ride. 
As if you’re in a James Bond movie, and hurrah for battery-
powered tools. The control centre immediately detected a 
break-in attempt via the sensors. Apparently, the intention 
was to throw the loot off the moving train. But fortunately, 
that didn’t work out.” 

Safebox for optimum security  
in intermodal transport
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According to Niels, that moving break-in attempt was 
exceptional. “We haven’t seen it again since that week. Of 
course, things do happen at times; the trains are stationary 
too often for that. But not with our secure containers. Other 
unsecured cargo units are much more appealing than ours. 
If you have enough time, you can get in anywhere. But you 
must be prepared to take a lot of risk, to try it on a Safebox. 
It simply takes too long.”

The attempt to break into a moving train also gave H.Essers 
some new insights. “It seems we have such a high level of 
security that the weakest point was a moving train,” says Niels. 
“Naturally, we adjusted our protocol accordingly. Because 
you can only break in while moving if you get on when the 
train is stationary. This means that, as a criminal, you must 
be somewhere around the terminal. And we can react to that. 
The terminals we go to are well lit, in operation 24/7 and well 
secured. The chances of someone boarding there are small. 
And if a train is delayed or stops in places where it would not 
normally stop, far outside the illuminated zone, we can see 
that in the control room. And we immediately send security 
there. That’s what we’ve learned.”

Extra secure terminal
However, you can apply locks and sensors all you want, but 
without a sound protocol it won’t work. “It’s about having 
a good picture of the entire run and having taken the right 
measures in all the places your containers go to. In Genk, it’s 
simple: we have our own terminal there. But on the other side 
of the run, you are using the infrastructure of third parties. 
That’s why we make agreements with these terminals on 

exclusive zones where we hold our freight, which we secure 
ourselves. This enables us to create an extra security shell at 
those transhipment points. That is working well.” 

Organised crime
Van Berkum knows that freight theft is usually not about 
petty thieves, but about organised crime. “Of course, 
there is petty crime as well. I know this because, during 
inspections of terminals in Eastern Europe in particular, I 
see a lot of yellow seals on the ground. After all, the majority 
of intermodal goods go into unsecured tarpaulin trailers. 
You sometimes see a slit in a tarpaulin but nothing is gone: 
disorganised petty crime. But we also know that there are 
criminal gangs that place 13 tracking devices to collect 
information on runs. There’s nothing petty about that. 
Again, if you know it’s happening, you have to adjust your 
protocol accordingly. We check for these kinds of things 
with our drivers and our workshops.” 

H.Essers tries to report every incident to the police where 
possible. “That doesn’t work for every slit in a tarpaulin. And 
the local police don’t always make it easy for you to report it. 
But we are convinced that this is the only way to get a good 
picture of what’s happening along the way, Europe-wide.  
I also think that in the long term we will have to switch 
to more secure transport units. Carriers still usually use 
tarpaulin trailers for the transport of consumer electronics 
because it’s the most universal and the cheapest. But 
haulage is changing. And we will all have to go along with it. 
Including the clients. There’s still a lot to be gained there.”

We started with these types of containers from Romania in 2013. But we now have 580 secure 
units in use and this year 150 more will be added. This type of transport is clearly on the 
rise for us. Partly because we are shifting our area of operation to other sectors, such as 
pharmaceutical goods and electronics.

Niels van Berkum | Security Transport Specialist at H.Essers

“
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DHL Supply Chain recently opened a 
new intermodal link between Slovakia 
and the UK for the transportation 
of high-value goods. The purpose of 
this link is to manage the growth in 
East-West intermodal transportation 
- safely! Naturally, that starts with 
effective locks: DHL chose security 
locks from SBS. But that’s only part of 
the story.

Extra secure box trailers for 

intermodal transport
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Strict protocol
Matej Koči has to get the consignments to their destination without any hiccups along the way. “Using a secure box trailer 
helps enormously”, he explains. “But because the ferry adds a variable, there is still a higher risk despite the physical security 
provided.” Singh agrees with that. “A good protocol is at least as important as physical security. If something goes wrong, it 
is usually the result of human actions.” “For that reason, Koči ensures that all drivers are screened and certified. They also 
have to follow strict rules regarding the route they can take and where they are allowed to stop which is only in secure pre-
screened parking areas. And in the event of an unscheduled standstill, the driver must report the situation to the security 
centre immediately.”

Given the distance, the client’s wishes and the fact that part of the journey was 
unaccompanied, we opted for extra secure box trailers. These have mechanical 
and electronic SBS locks as well as a GPS tracker.

Matej Koči Carrier | Transport Solution Coordinator DHL Supply Chain“

Extra secure box trailer
“The bulk of the cargo consists of televisions. Other transport 
companies often put them on a curtainsider. Because of the 
distance, the requirements of the customer and the fact that 
part of the journey is unescorted; we chose extra secure box 
trailers. In addition to mechanical and electronic SBS locks, they 
are also fitted with other equipment, including a GPS tracker. 
This enables us to track a consignment 24/7 in real time. That 
way, we ensure the highest possible level of security.”

“At the moment, everything is still manageable”, says Veermani Singh, Multimodal Product Manager at DHL Supply Chain.  
“We currently transport three trailers of high-value goods per week from Slovakia to the UK. The consignments are transported 
by road from Mitra in Slovakia to the WienCont terminal in Vienna, where the goods are unloaded from the truck onto the train. 
The terminal is a non-stop operation which means that we can unload freight there at any time. The Terminal guarantees that 
there is always a high level of security which is extremely important to us.

“The freight train to Rotterdam departs daily at 18.00. Our trailers arrive at the terminal as close as possible to the departure 
time for loading them on the train,” explains Matej Koči, Carrier and Transport Solution Coordinator at DHL Supply Chain. 
“In any case, the waiting time is never more than one day.” From Vienna, the unescorted trailers are transported by train to 
Rotterdam where they are taken by ferry to the port of Purfleet in London. “There they are picked up by a local contractor 
for DHL and the freight is transported to its final destination.”
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Within the transport sector crime is also affecting intermodal transport but there appears to be little insight into what 
is going on. The international nature of this type of transportation activities makes it difficult to adopt a comprehensive 
approach. Although lots of steps are being taken to combat crime, it is every man for himself. That is a worrying 
development given the expected explosive growth in the share of intermodal transport until 2030. 

The simple answer to the question of what we can do to combat transport-related crime is, “Quite a lot, but still far too little”. 
How else could you answer the question given that we are all confronted by a loss of 8.2 billion euros per year? The question 
of why we allow this money to seep away is more difficult to answer. 

What measures are being taken against  
crime in intermodal transport?

Transport companies
Transport operators are generally not that eager to increase 
the level of protection for their stock because it costs 
money. The majority of entrepreneurs who do protect their 
stock are (contractually) required to do so by their shippers. 
Only a small group operates proactively and voluntarily 
improves the locks on their trailer doors and this is partly to 
protect them against stowaways. An even smaller group of 
transport companies turn the risk of crime into a business 
model and offer high security services to others, particularly 
those who transport high-value goods such as electronics, 
tobacco and medicines. 

Although the big losers appear to be the transport 
companies themselves, it is precisely this group that does 
not have the capital to combat crime, primarily because 
the margins are wafer thin. Faced with ever recurring 
tender procedures and short-term contracts large shippers 
tend to adopt a ‘to the last penny’ approach. No transport 
operator can compete with that through investment and 
it also prevents a targeted approach using more physical 
and electronic resources. At the same time the cut-throat 
race to offer the lowest rates is eroding the entire European 
transport sector, making it vulnerable to criminal influences 
from outside. Unfortunately this issue is not attracting the 
attention of politicians in Brussels. 

The government and sector associations
Shippers and transport operators are not the only ones 
to take measures to prevent theft. Targeted activities by 
local police, government bodies and other public-private 
partnerships are going on all over the place, often with 
success. The report entitled ‘Breakthrough Required’ that 
was commissioned by the Dutch Association for Transport 
and Logistics (TLN) includes an example of a public-private 
partnership, which resulted in a 50 percent reduction in 
the number of cargo theft from trucks in the Netherlands 
between 2011 and 2015!

Although this proves that action helps, it is only a drop in 
the ocean compared to the 8.2 billion in losses. One of 
the reasons for this is that there is no cohesion between 
all the measures being taken. Other reasons are that 
every European country has its own transport flows and 
transport criminals can easily move to a different hotspot if 
they start feeling the heat. The TLN report refers to this as 
the waterbed effect. It is a well-known phenomenon in the 
criminal world. Water always flows to the lowest point via 
the path of least resistance.

That is something that transport criminals also tend to do. 
They are well-organised, have a very international focus, 
know how to make optimal use of the freedom of movement 
within the EU and have inexhaustible funds at their disposal. 
Apart from a country like Lithuania, intermodal transport 
is also very international but absolutely not flexible.  
Rail transport takes place along fixed routes and usually on 
the basis of fixed departure times. That actually plays right 
into the hands of the criminals. 
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In addition to all the efforts of, for example, TAPA and Interpol, Brussels could also be a good place to start a European 
approach to transport-related crime. At the moment all the various bodies and employer organisations are primarily 
focusing on the problems within their own borders. What is more the TLN report is based on the Dutch situation.  
The lack of a centrally controlled offensive and the difficulties with exchanging data are making it easy for criminals to stay 
under the radar. 

understanding of the logistics chain and you can hardly blame 
them because it requires specialist training. 

On top of all this, it will not always be clear to the transport 
company where his goods actually disappeared. It could be 
somewhere between Poznan and Alblasserdam. None of this 
is any use to a local policeman. Without additional (electronic) 
resources it is very difficult to determine after the event where 
exactly a unit was opened and that too discourages people 
from reporting crime. If they do report, it is generally seen as a 
necessary evil in order to make an insurance claim.

Central cargo theft database
Transport operators can, however, report cargo theft via TAPA, 
where a central database is being set up from which analysts can 
filter criminal hotspots. A database like this can be a wonderful 
asset. Large shippers of high-end goods are using it more and 
more to inform their transport operators of current threats. The 
data enables road hauliers to choose safer routes, certainly in 
the case of high-security shipments. Such shipments are always 
adequately protected with extra locks and two crew members 
and are often accompanied by a surveillance vehicle. This often 
involves good money being paid because the companies that 
arrange these types of shipments do it as a business model. 

They supply security as a service. Unfortunately this option is 
often not available for the bulk of transport activities which take 
place on the basis of wafer thin margins. Taking a different route 
is unattractive because it is more expensive. What is more, in the 
case of intermodal transport the rent is largely fixed via existing 
railway connections and in accordance with a fixed timetable. 
The criminals could hardly have it any easier. 

Is an international approach the right solution 
to fight crime?

This, in turn, makes it difficult to gain an insight into transport-
related crime at an international level, and we are still talking 
about (road) transport as a whole. In this white paper we zoom 
in on intermodal transport by truck and train. However, during 
our investigations it turned out to be difficult to get concrete 
figures about the number of criminal incidents and the loss or 
damage they lead to. Consequently it is no more than logical 
that no international approach via Brussels has yet got off the 
ground. That would only be possible if the sector adopts a 
different approach to transport-related crime.

Increased reporting
Companies think that transport-related crime often involves 
inside information being passed on, or a driver or contractor 
being involved. However, whether it happens within their own 
organisations and what they are doing about it, are things 
we were unable to find out. If we want to get a better grip on 
criminal activities in relation to (intermodal) transport, transport 
operators and shippers have to be more transparent. 

That is also the major complaint made by organisations such as 
Interpol, although they express themselves more eloquently. 
‘Transport operators prefer to focus on damage control rather 
than on crime fighting’. That is certainly the case. You can, of 
course, ask yourself whether crime fighting is actually a core task 
for transport operators. There is no statutory framework within 
which that could be the case. Another good question is on what 
legal basis could a transport operator arrest a thief abroad? 

Of course transport companies should report incidents more 
frequently and that is something Interpol is begging them to do. 
However, there are lots of incidents which transport operators 
do not bother to report to the police. They are put off by this 
hassle and are afraid that their name will be made public during 
the legal process. In addition, they are not convinced that 
reporting incidents will lead to any changes and they have a 
point there. Criminal organisations are much better organised 
at international level than the police cooperation in the various 
countries and cargo often disappears in one foreign country 
only to be sold again in another. As a result there is not much 
point reporting the theft to your local police station. This is 
aside from the fact that the local police lack the expertise and 
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How do you prevent crime in 
intermodal transport?

As you have read in the previous chapters, there is limited insight into crime in relation to intermodal transport. Having said 
that, there is no doubt that crime will increase in the coming years. Thanks to the expected growth there will be more trains, 
and they will be increasingly longer, which will lead to more congestion, resulting in long queues of waiting wagons outside 
secure terminals. 

You could not make life any easier for criminals and this is something shippers and transport operators are becoming 
increasingly aware of. For example, transport operators are noticing an increasing demand for stock that is better protected. 
More and more companies are offering high-security containers and trailers. However, in addition to extra security, there 
are other measures you can take to prevent crime in intermodal transport. 

Protocol

Within the intermodal transport sector an increasing 
number of companies are offering high-security containers 
and trailers. These are a type of safes which not only feature 
physical security such as double walls and heavy-duty locks 
but electronic security as well. 

Those electronic locks are often linked to a GPS tracker and 
sensors. In this way a transport operator can see in real time 
where the cargo is and whether a unit is unexpectedly being 
opened or interfered with. However these investments 
are usually only made when transporting expensive or 
vulnerable goods. What is more, they only make sense if 
accompanied by a protocol stating how to act in the event 
of an incident. 

EXTRA PROTECTION1 
Electronic security helps open doors remotely or on 
the basis of geofencing. One disadvantage carriers and 
shippers find the fact that you cannot see from the outside 
that a trailer is protected. That is why an extra mechanical 
lock is often fitted to the outside of the door, purely to 
indicate that the trailer is protected. 

Another solution is a mobile container lock such as the 
e-containerlock. You attach this lock to the outside of the 
container over the bars and secure it with a block lock. 
When you link this lock to a portal, you can monitor the 
container in real time. You automatically get an alert if the 
link between the lock and the container breaks, so you can 
intervene in time. When the container with cargo has been 
delivered to the customer, you deactivate the lock and 
return it by post.

Transport operators involved in high-value transport 
are noticing that physical and electronic security helps! 
Criminals are more likely to ignore a container or trailer that 
is properly protected, or they give up after a futile attempt.  
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As stated above, electronic security only helps if accompanied 
by a proper protocol and that is by no means an easy task. 
After all what can you do if you receive notification of 
someone attempting to break into a unit while it is on a 
moving train? Or that a unit is being broken into while the 
train is making an unscheduled stop in a siding? 

It is practically impossible to intervene on time in such 
situations. You have to be prepared for the situations in 
advance , that is, if you even notice it because these days 
criminals can use jammers to effectively disrupt any radio 
signals from your cargo units. The result is a complete lack 
of signals and that is something you can do almost nothing 
about! Often criminals also know exactly which cargo units 
are of interest. This has been shown by the fact that GPS 
trackers have been found on cargo units which are not from 
the company that owns them. Criminals use them to collect 
information about the route.

A watertight logistics protocol is also very important. 
Shippers tend to blame criminal events on a deviation from 
the protocol, rather than on physical measures. Often that 
is because something unexpected happens en route. This 
may be a delayed train, a static train or a transport operator 
who just manages to get a trailer on earlier boat to England 
or indeed misses the boat. That trailer will then stay for 
longer than agreed at the next stop or they may no longer 

be able to use a secure car park as a result. It is therefore 
important that drivers immediately report any unplanned 
standstill to their base. 

Arrange TAPA certification
Large shippers cover the risk of cargo theft by obliging their 
transport companies to work in accordance with a TAPA 
protocol. They then have to put measures in place to ensure 
that there fleet is preventively protected against transport-
related crime. This will distinguish you from other transport 
companies. TAPA certification is proof of quality.

Protocol

A container or trailer which is at a standstill, waiting at 
an unguarded terminal until it is loaded onto a train is, of 
course, asking for trouble. You should therefore always 
choose a terminal which is constantly operational and can 
guarantee adequate security. In that respect it is best to 
bring your cargo to the terminal at the very last moment 
so that your trailers are the last ones to be loaded onto the 
train just before it leaves. The idea is that ‘a moving train is 
a safe train’. 

Another way of protecting your cargo at a terminal more 
effectively is to set up an extra secure zone. This is being 
done more and more frequently for high-value cargo and 
often under the supervision of a transport operator that will 
rent an area within a terminal and arrange extra protection 
in the form of additional offences, cameras and its own 
security staff. You could call it a box within a box. 

MAKE SURE THERE IS A PROPER PROTOCOL 2 

EXTRA SECURE TERMINALS 3 

Protocol
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Protocol

Transport operators and shippers tend to think that drivers are involved in the majority 
of cargo theft. This is a worrying observation because it means that your drivers are 
involved in organised crime. Although you cannot put people on a blacklist, you can 
create a whitelist. 

For this reason an increasing number of shippers are using certified drivers from the 
Hungarian company Sectran. These approved drivers, of which there are currently 
around 35,000, undergo strict screening and are then added to a Driver Intelligence 
Database (DiDb). Sectran also actively monitors the quality of the work performed by 
the certified drivers and provides feedback to the shipper and transport operator. 

That approach works well and lots of drivers from former Eastern Bloc countries are 
also keen to have a DiDb card. The only strange thing is that drivers from Western 
Europe are much less interested in having such a card and that is crazy really because 
those drivers also lose cargo. This can, in fact, be viewed as a violation of the zero-
tolerance protocol that many shippers aspire to. 

Another way of arranging extra protection for your cargo 
is to use geofencing so that you know when your trailers 
arrive at the terminal. In this way you can have your drivers 
on site right on time to take receipt of the shipment and 
forward it immediately. 

A nice additional benefit of this are the shorter waiting times 
for the drivers and therefore a better working environment 
and lower costs. This is in fact a fairly simple measure which 
can be implemented using a single GPS tracker and an app. 

However there are, of course, electronic security locks 
available which also enable you to use geofencing. In that 
way you will be certainly killing two birds with one stone.

SCREEN YOUR DRIVERS5 

USE GEOFENCING4 

Protocol
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Protocol

Something we must not forget in the context of intermodal 
transport is that well over 60 percent of the units transported 
are sea containers. In itself it is wonderfully standardised 
cargo transport unit but one that has not changed at all since 
1956 and also one that is very poorly protected. Large ports 
like Rotterdam have been making the case for an update 
and this has led the Port of Rotterdam to develop a hyper-
intelligent container called ‘Container 42’. The container is 
fitted with sensors, measuring equipment and advanced 
container lock. As it travels around the world, Container 42 
collects data to enable a digital transformation of the port. 

With Container 42 the Port of Rotterdam showing what is 
possible if you are prepared to use smarter port logistics. 
It is the first time that a container is being monitored in 
this way. The data provides an insight into the challenges 
facing those involved in port logistics and is reducing both 
the number of containers that are lost, and smuggling. 
In the future containers will have to be moved by cranes 
automatically and fill in their own customs papers.

This is a signal by the Port of Rotterdam that it is ready to 
take measures against crime which it does not cause itself 
but which it attracts because it facilitates other parties. 
The question is whether the same applies to terminals and 
railways? This is where huge opportunities lie. 

The smart lock on the inside of Container 42 is a pioneering concept in container logistics. 
Container 42 is now always locked during transport and this eliminates the risk of it 
being easily opened from the outside. It is an example of a turnaround in thinking which 
shippers have been waiting for, I think.

Erwin Rademaker – Port of Rotterdam

“

BETTER SEA CONTAINERS 6 
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Conclusions
This white paper has examined all kinds of issues. Insofar as we can draw any conclusions, a number of things stand out. 

No one knows exactly how great the total loss or damage caused by criminal activities in 
intermodal transport is. So no one can really prove that it is a major problem within this subsector.  

Because the total loss or damage in the European transport sector amounts to 8.2 billion euros a year, it is safe to assume 
that losses within intermodal transport must equate in value to several billions. The fact that, in 2030, intermodal 
transport is expected to account for 30 percent of the total volume of goods transported within Europe, crime is more 
likely to increase than decrease.

Within Europe, there are a lot of national initia-
tives for preventing transport crime, but there is 
still no integrated European approach. 

And for as long as the transport industry itself is not 
more transparent about what is happening in transit, an 
integrated approach won’t come either. Shippers could 
report crimes more often or report the cargo theft via 
the TAPA intelligent system (TIS). This central database 
allows analysts to filter out criminal hotspots.

Shipping companies are the weakest link in the 
transport chain. 

The pinched journey prices and short-term contracts 
are getting in the way of efficient measures. Their fi-
nancial position is also making them susceptible to 
criminal influences. For the shipping companies, it is 
often a question of calculating what costs the least: 
securing your vehicle or taking your loss and being 
pushed further along the chain.

18%

30%
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Internationally organised crime lies behind the ma-
jority of transport offences. 

There are two factors that play into the hands of the 
criminals. Firstly, most transport companies are busy 
with damage control rather than crime prevention. And 
thanks to the international nature of the operations, 
transport criminals are able to remain under the radar 
of the investigation authorities. 
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6 TIPS OM CRIMINALITEIT TE VOORKOMEN
IN DE INTERMODALE TRANSPORT

Protocol

Shipping companies in high-value intermodal 
transport notice that security helps! 

Criminals are more likely to leave a container or trail-
er that is well secured, alone. High-value items, such as 
excise goods, are intermodally transported in well-se-
cured units. Mobile phones, on the other hand, are 
usually transported by road transport. Medium-value 
goods, such as televisions, are often simply transported 
in a curtainsider trailer.

The biggest problem with intermodal transport always lay in the pre- and post-transport.

Shippers are now resolving that with certified drivers, who travel to their destination with secured trailers, via se-
cured parking places. The biggest problem now lies in the security of the train journey itself. Trains, which are getting 
longer and longer all the time, are often in the middle of nowhere for hours. This can be resolved by equipping trailers and 
sea containers with electronic locks with a GPS tracker. This enables you to see in real time where your cargo is and intervene 
if something goes wrong. But this only works if it has a good protocol too.
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